
 

 

 

 Accountability 

Accuracy 

 Adequate level of 

protection 



The introduction of technical and organizational 

measures for appropriate handling of personal data 

according to the law, which is an idea mentioned in 

GDPR and the Fair Information Practice Principles.  

In order to keep processed data accurate and up-to-date, 

appropriate steps and measures should be taken such as in-

troducing processes to prevent mistakes in data collection 

and ongoing data processing. The type of data and the spe-

cific purposes for which it is required should be considered. 

This also includes the responsibility of responding to re-

quests for correction. 

Confirmation that a data transfer accounts for the 

rule of law and legislation, respect for human rights, 

data protection rules, professional rules and security 

measures, data subject rights, independent supervi-

sory authorities, and any international commitments. 



 

 

 

 
Annual reports 

Anonymous  

information 

Anti-discrimination 

laws 



Per GDPR, the EDPB and each supervisory authority 

must regularly report on their activities. The supervi-

sory authority report should cover the activities un-

dertaken with Article 58(2) powers and infringe-

ments. The EDPB report should cover binding deci-

sions, recommendations, and best practices.  

Data that is not related to an identified or an identi-

fiable natural person, nor can it be combined with 

other information to re-identify persons. Being 

made unidentifiable, it is not in scope for the GDPR.  

Indications of special classes of personal data. If 

these exist based on a class or status, it is likely 

that the personal information is subject to 

more prescriptive data protection regulation.  



 

 

 

 Appropriate  

safeguards 

Appropriate technical 

and organizational 

measures 

Article 29 Working 

Party 



The application of the general data protection princi-

ples, which are purpose limitation, data minimization, 

limited retention periods, data quality, data protec-

tion by design and by default, legal basis for pro-

cessing, processing of special categories of personal 

data, and security measures.  

Efforts taken to keep personal data secure via a risk-

based approach, where organizations consider the 

nature, scope, context and purposes of processing 

and the risks to the rights and freedoms of natural 

persons and mitigations for those risks. 

An EU independent advisory body and data protec-

tion authority for EU member states replaced by the 

EDPB under GDPR. 



 

 

 

 

Authentication 

Automated  

processing 

GDPR: definition of 

profiling 



Determining whether an entity is who it claims to be.  

Processing performed outside of human interven-

tion.  

Automated personal data processing using specific 

personal characteristics in particular to analyze or 

predict things about that natural person's location, 

behavior, interests, personal preferences, work per-

formance, economic situation, health, reliability, or 

movements, from which data subjects have the right 

to object under GDPR.  



 

 

 

 Background 

screenings 

Behavioral  

advertising 

Binding Corporate 

Rules  



Verifying an applicant’s ability to function in the 

working environment in a way that ensures the safety 

and security of existing workers. These could involve 

checking a person’s educational background or past 

criminal activity. Employee consent requirements 

may be negotiated with work councils and varied by 

member state. 

Advertising targeted at individuals based on obser-

vations about their activity over time, likely done via 

automated processing of personal data, or profiling. 

An appropriate GDPR safeguard for cross-border 

transfers of personal data between two or more enti-

ties of a corporate group. These ensure that the same 

high level of personal data protection is followed by 

all members of the group through a set of enforcea-

ble rules. 



 

 

 

 

EU law: behavioral 

advertising  

requirements 

Biometrics 

Bodily privacy 



Per GDPR, there should be an option for data subjects 

to opt-out of automated processing and to be in-

formed of the logic and the consequences of such 

processing. For behavioral advertising with cookies, 

the ePrivacy Directive establishes a requirement for 

cookie consent with clear and comprehensive notifi-

cation.  

Data that relates to the physical or behavioral charac-

teristics of a person, for example fingerprints, voice, or 

handwriting. This is considered a special category of 

data with processing only permitted in certain circum-

stances under GDPR.  

The privacy of a person’s physical being. 



 

 

 

 EU law: breach  

disclosure 

Bundesdatenschutzgesetz-neu  

CCTV 



A data controller needs to notify regulators and vic-

tims about incidents that compromise the confidenti-

ality and security of personal data, according to the 

risks to the rights and freedoms of data subjects, pos-

sibly within 72 hours of discovery. 

The federal data protection act in Germany that imple-

mented the General Data Protection Regulation. This 

reformed other acts mainly regarding law enforcement 

and intelligence services and proposed a procedure for 

national data protection authorities challenging EU ad-

equacy decisions. 

An acronym for “closed circuit television” which has 

become shorthand for any video surveillance system. 

These can be hosted via TCP/IP networks and ac-

cessed remotely, and the footage very easily shared. 



 

 

 

 Certification  

mechanisms 

EU law: certification 

mechanisms 

Charter of Fundamental 

Rights 



A new valid adequacy mechanism for transferring da-

ta out of the EU under the GDPR besides adequacy 

decisions, contractual clauses, or binding corporate 

rules.  

These must be created by certifying bodies, accepted 

by the EDPB or other data protection authority, and 

encompassing a methodology for auditing compliance. 

Like binding corporate rules, these help organizations 

show compliance with data protection laws.  

An EU treaty that establishes the right for every person 

to protect their personal data, that data be processed 

for real and specific purposes, and that compliance be 

subject to authority oversight.  



 

 

 

 

Choice  

Cloud computing 

Codes of conduct 



The concept that consent must be freely provided 

and data subjects have a true choice whether to pro-

vide personal data, without which it is unlikely the 

consent would be considered valid under GDPR.  

Information technology services provided over the In-

ternet by organizations for internal users or third-party 

suppliers. The service options may be software, infra-

structure, hosting, or platforms for applications ranging 

from personal e-mail to corporate data storage. 

A new valid adequacy mechanism for transferring 

data out of the EU under the GDPR for industry 

trade groups, associations, or other bodies repre-

senting groups of controllers or processors that 

need to be accepted by supervisory authorities. 

Like binding corporate rules, these help organiza-

tions show compliance with data protection laws. 



 

 

 

 Collection  

Limitation  

Communications 

privacy  

Confidentiality  



The fair information practices principle which says 

that there should be limits in the collection of per-

sonal data, where data should be gathered by fair 

and lawful means with the knowledge or consent of 

the data subject. 

The class of privacy that encompasses protection of 

the means of correspondence, including mail, phone 

conversations, and email. 

The principal that data should be protected against 

unauthorized or unlawful processing.  



 

 

 

 

EU law: consent  

Consistency  

mechanism  

Content data  



One of the legal bases for processing personal data 

per the GDPR, requiring that users indicate their 

agreement in a way that is specific, informed, freely 

given, unambiguous, intelligible, plain, clearly distin-

guishable from other matters, and as easy to with-

draw as it was to provide through a positive and 

affirmative action.  

A way for member state supervisory authorities to col-

laborate as established by GDPR.  

The text or images inside an email, text, or instant 

message on a communications platform, distin-

guished from metadata.  



 

 

 

 Contractual clauses 

Convention 108 

Cookie 



Mechanisms for organizations to protect personal da-

ta in ongoing and systematic cross-border data trans-

fers.  

A legally binding international instrument compelling 

signatory countries to take the required steps to apply 

the principles from domestic legislation to uphold fun-

damental human rights in the processing of personal 

information.  

A small text file stored on a client machine to be re-

trieved by a web server. These keep track of the end 

user’s browsing activities and pool individual requests 

into sessions. They also allow users to stay signed in. 

Types include first party, third party, session, and per-

sistent. Consent is required before collecting. 



 

 

 

 

First-party cookie 

Third-party cookie 

Session cookie 



A cookie from the visited website.  

A cookie from another party other besides the visited 

website.  

A cookie that is deleted at the end of a session.  



 

 

 

 

Cookie directive 

Cooperation 

Copland v. United 

Kingdom 



Also called the ePrivacy Directive, this was an amend-

ment to the EU Directive 2002/58 demanding that or-

ganizations receive consent before placing cookies 

and other tracking mechanisms. GDPR has made opt-

out consent in this area invalid.  

Coordinated action between supervisory authorities 

when working with controllers or processors holding 

the personal data of data subjects in multiple member 

states, as part of the GDPR consistency mechanism. 

The lead supervisory authority collaborates with the 

supervisory authorities of the data subjects in what’s 

also called the “one stop shop.”  

A case where the European Court of Human Rights 

ruled that monitoring an applicant's email at work 

was against the Convention on Human Rights.  



 

 

 

 Costeja  

Council of Europe 

Council of the  

European Union 



The case where the defendant, AEPD and Mario 

Costeja González, successfully sued Google Spain, 

Google Inc., and La Vanguardia newspaper. The right 

to be forgotten was effectively established in the EU 

since the Court of Justice of the EU ruled that Google 

Spain had to remove the links to the article.  

A human rights organization made up of 47 member 

countries including the EU, where each member has 

agreed to the European Convention on Human rights 

and to being subject to the European Court of Human 

Rights.  

A council of ministers from the EU member states 

that makes up the main decision-making body of 

the EU for politics and legislation along with the EU 

parliament. The treaties of the 1950s, which laid 

the foundations for the EU, also established this 

council.  



 

 

 

 Court of Justice  

of the EU 

EU cross-border 

data transfers 

EU data breach 



The judicial body of the EU, based in Luxembourg, 

that has authority to decide on issues of EU law and 

enforce European decisions related to actions taken 

either by the European Commission against a mem-

ber state or individuals to exercise their rights.  

Transmitting personal data to a country outside the 

EEA is dependent on the third country ensuring an ade-

quate level of protection for the personal data in the 

opinion of the European Commission or the introduc-

tion of other appropriate mechanisms, such as binding 

corporate rules, contractual clauses, or certification.  

A breach of security that leads to mistaken or illegal 

alteration, loss, unauthorized disclosure, or access 

to personal data. GDPR created new rules for the 

notification of supervisory authorities and data sub-

jects after identifying a data breach, according to 

the risk made to the rights and freedoms of data 

subjects.  



 

 

 

 

Data controller  

Data elements 

Data minimization 



The natural or legal person, public authority, agency 

or any other body who alone or together decides the 

intentions and means of personal data processing. 

A piece of data with a distinct definition which can’t be 

whittled down further. Examples include date of birth, 

numerical identifier, or location coordinates. In isola-

tion these may not be considered personal data but 

they would be when combined. 

The idea that data controllers would simply collect 

and process personal data that is relevant, neces-

sary, and adequate to fulfill the specified purposes.  



 

 

 

 

Data portability 

Data processing  

Data processor  



Data subjects have the rights to receive their personal 

data from a controller in specific circumstances, 

mostly with data collected by consent or for a con-

tract, in a machine-readable and structured format 

and to give that data to a different controller.  

Any operation or set of operations performed on per-

sonal data including alteration, collection, recording, 

restriction, storage, use, retrieval, disclosure, dissemi-

nation, combination, organization, erasure, or destruc-

tion, whether by automated means. 

The natural or legal person public authority, agency 

or other body not employed by the controller who 

processes personal data as instructed by the con-

troller. 



 

 

 

 Data Protection 

Impact Assessment  

Data Protection 

Authority 

Data Subject 



The process by which companies systematically eval-

uate and determine the privacy and data protection 

impacts the products and services offered, finding ap-

propriate actions to mitigate the risk of those im-

pacts. GDPR requires them where a new product or 

service may result in a high risk to the rights and free-

doms of individuals.  

Independent public authorities that oversee the appli-

cation of data protection laws in the EU through guid-

ance on data protection issues and complaints made 

by individuals of GDPR violations. One per EU member 

state with extensive enforcement power to impose 

fines of up to 4% of a company’s global annual reve-

nue.  

An identified or identifiable natural person about 

whom the organization has personal information. 



 

 

 

 Data Protection by 

Design  

Data Protection 

Commissioner  

Elements of a DPIA  



In the development, design, selection and use of 

products, services, and applications for processing 

personal data, the right to data protection and the 

ability to fulfill obligations should be taken into con-

sideration.  

The title placed upon the supervisory authority in cer-

tain member states.  

The questions should ask for a description of the 

processing, including its purpose and legitimate in-

terest, why the processing is necessary, potential 

risks to data subjects, and measures taken to ad-

dress the risks identified.  



 

 

 

 

GDPR: DPIA  

requirement 

EU Data Protection 

Directive  

Data Protection 

Officer 



GDPR requires DPIAs in certain circumstances, espe-

cially where a new product or service could result in a 

high risk to the rights and freedoms of individuals or 

where the business is processing sensitive data.  

The first EU-wide legislation protecting personal data 

use and privacy which was adopted in 1995 and re-

placed by GDPR in 2018.  

A role created and required by GDPR and other 

laws like the LGPD to be filled by someone with ex-

pert knowledge of data protection law and practic-

es.  



 

 

 

 
Data protection policy  

GDPR Data Protection 

Principles  

GDPR: data quality  



A policy that provides the measures an organization 

takes up in the processing and handling of personal 

data. It should address scope, employee and manage-

ment responsibilities, incident reporting, and compli-

ance.  

These are lawfulness, fairness and transparency; pur-

pose limitation; data minimization; accuracy; storage 

limitation; and integrity and confidentiality.  

A GDPR principle that says personal data should be rel-

evant, accurate, up-to-date, and complete. Four ques-

tions to consider:  does it meet the business needs; is it 

accurate; is it complete; and is it recent? 



 

 

 

 
Data recipient 

Data Retention Directive 

Data subject rights 



The natural or legal person, public authority, agency, 

third party, or another body getting personal data by 

disclosure. This would not apply to public authorities 

getting personal data in the context of an EU or mem-

ber state law inquiry. 

A directive intended to combine the data retention 

rules from all EU member states to maintain the availa-

bility of traffic and location data in case of serious 

crime or terrorism.  

Right to access, rectification, erasure, withdraw con-

sent, restrict processing, object, data portability, and 

not to be subject to automatic decision-making.  



 

 

 

 
De-identification 

Derogation 

Direct marketing 



Removing the identifying characteristics from data.  

A place in an EU-wide regulation where the individual 

member states can make their own law or deviate. It 

also refers to an exception to a specific rule or princi-

ple, for example the appropriate transfer mechanisms. 

Direct contact made to an individual by the seller, in 

contrast to mass media marketing through radio or TV. 



 

 

 

 
Disclosure 

Dispute resolution 

Do Not Track 



Providing access to personal data to an entity.  

A binding decision from the EDPB on objections to lead 

supervisory authority decisions, disputes about the 

lead authority selection, and failure to seek the EDPB’s 

opinion related to the consistency mechanism.  

A potential policy allowing consumers the right to opt 

out of web tracking, in the same vein as the existing US 

Do-Not-Call Registry. 



 

 

 

 
Durant v. Financial  

Services Authority  

Electronic  

communications data  

Electronic  

communications  

network  



A court case resulting in the Court of Appeal of the 

UK focusing the definition of personal data under the 

Data Protection Act of 1998, to say that personal data 

is information that is biographical in a significant way 

and has the individual as its focus.  

Defined by the ePrivacy Directive to include the con-

tent of a communication, traffic data, and location da-

ta.  

Things that would fall under this definition include net-

works used for radio and television broadcasting; 

transmission systems, switching or routing equipment, 

and other resources that send signals by electromag-

netic means; electricity cable systems; fixed and mo-

bile terrestrial networks;  and cable television net-

works.  



 

 

 

 Electronic  

communications service 

Employee personal data 

Encryption 



Any service allowing users to send or receive wire or 

electronic communications.  

Personal data connected to the organization’s employ-

ees, for which consent should not be used as a legal 

basis for processing.  

Obscuring information so that it can’t be read without 

a key or other specific knowledge, usually with a cryp-

tographic scheme.  



 

 

 

 Establishment  

EU-US Safe Harbor 

Agreement  

EU-US Privacy Shield  



A formal arrangement that allows the effective and 

real exercise of action. The determining factor is not 

the legal form of the arrangement.  

An agreement between the EU and United States inval-

idated by the Court of Justice of the European Union in 

2015 which allowed legal transfer of personal data be-

tween the US and the EU without an adequacy deci-

sion. The EU-US Privacy Shield replaced this agreement 

in 2016. 

The data transfer mechanism created in 2016 to re-

place the invalidated US-EU Safe Harbor agreement 

which allowed for the transfer of personal data from 

the EU to the United States for participating companies 

before it was invalidated in 2020 by Max Schrems. 



 

 

 

 European Commission  

European Convention on 

Human Rights  

European Council  



The executive body of the European Union created to 

implement the EU’s decisions and policies. It propos-

es drafts of legislation that are then handed over to 

Parliament and the Council of the EU. It also makes 

data transfer adequacy decisions. 

The European convention that secured the recognition 

and observance of the rights outlined by the UN, 

providing the right to respect for private and family life, 

home, and correspondence. Article 8 is meant to limit 

public authority’s interference with the right to privacy 

but includes an exception for actions necessary to pre-

serve society. It also created the Council of Europe and 

the European Court of Human Rights.  

A group made up of heads of states of the EU member 

states that provides political direction for the EU with-

out legislative function.  



 

 

 

 European Court of  

Human Rights  

European Data  

Protection Board  

European Data Protection  

Supervisor  



The court located in Strasbourg, France, which main-

tains privacy and data protection laws by enforcing 

the European Convention on Human Rights and Con-

vention 108, ensuring that signatory states respect 

the rights and guarantees established by the Conven-

tion.  

The group made up of supervisory authority heads of 

states and the European Data Protection Supervisor 

which succeeds the Article 29 Working Party. Its pur-

poses include ensuring consistent application of the 

GDPR, allowing cooperation between regulators, apply-

ing the consistency mechanism, and producing advice, 

guidance, and best practices.  

The data protection regulator for the EU responsible 

for protecting the rights and freedoms of data subjects 

and ensuring EU institutions such as the Parliament, 

Commission, and Council of the European Union. This 

group is the secretariat to the EDPB.  



 

 

 

 European Economic  

Area  

European Economic 

Community  

European Parliament  



The economic region made up of the EU, Iceland, 

Norway and Liechtenstein—the latter which are not 

official members but are closely linked through eco-

nomic relationship. The non-EU countries have to 

adopt EU legislation about the single market.  

This group is the predecessor to the EU and created by 

the Treaty of Rome to promote a single economic mar-

ket throughout Europe.  

The EU institution elected by member state citizens 

with four responsibilities: legislative development, su-

pervisory oversight of other institutions, democratic 

representation, and budget development.  



 

 

 

 European Union  

Factortame  

Fairness  



 

This group made up of 28 member states or Europe-

an countries replaced the EEC.  

The 1989 case for the European Court of Justice that 

established precedence of EU law over member state 

laws. 

Data subjects must be informed that their personal da-

ta will be processed, including how the data will be col-

lected, stored, and used, so that they are able to make 

an informed decision about whether they agree to the 

processing and exercise their data protection rights.  



 

 

 

 Freely given  

Gaskin v. United  

Kingdom  

General Data Protection  

Regulation (GDPR)  



Data subjects must have a genuine choice to refuse 

or withdraw consent without fear of consequence. 

Consent cannot be relied upon in a power imbalance, 

such as an employer-employee relationship.  

A ruling by the European Court of Human Rights in 

1989 saying that the restriction of the applicant’s ac-

cess to his personal file violated Article 8 of the Con-

vention in reference to the right to respect for family 

and private life.  

Replacing the Data Protection Directive in 2018, this law creat-

ed a single set of data protection rules for all EU member 

states and the European Economic Area (EEA). Its options for 

cross-border transfers include adequacy decisions, ad hoc con-

tractual clauses, binding corporate rules, codes of conduct, and 

standard contractual clauses.   



 

 

 

 GET Method  

Global Privacy  

Enforcement Network  

Haralambie v. Romania  



Attributes from this method, as opposed to the POST 

HTML method, prescribe how form data is provided 

to a URL, particularly in name/value pairs showing 

passwords and other sensitive information in the 

browser’s address bar. 

The collection of data protection authorities set by an 

OECD recommendation for collaboration among mem-

ber countries on enforcing privacy laws, developing 

common priorities, sharing best practices, and sup-

porting joint enforcement and awareness activities. 

The European Court of Human Rights ruled in 2009 

that the defendant's Article 8 right to respect for pri-

vate life and family life had been infringed when the 

applicant had to wait 6 years for access to the secret 

service file on him made during the Communist rule in 

Romania.  



 

 

 

 Individual Participation  

Information life cycle  

Information privacy  



The fair information practices principle establishing 

an individuals’ right to receive confirmation if the da-

ta controller has data relating to them, to receive 

their data within a reasonable time or else be told 

why their request is denied, and to have the data 

erased or corrected.  

This cycle understands that data has different value as 

it moves through an organization in the stages of col-

lection, processing, use, disclosure, retention, and de-

struction.  

The class of privacy which refers to the right of individ-

uals, groups, or institutions to determine when, how, 

and to what extent information about them is dis-

closed to others. 



 

 

 

 Information security  

Integrity  

Internet Protocol Address  



Protecting information in order to prevent loss, unau-

thorized access, and misuse. This includes measuring 

threats and risks to information and the processes 

and measures to be taken to preserve the confidenti-

ality, integrity and availability of information. 

The GDPR requirement for controllers to provide the 

assurance that the data is true and complete.  

A unique string of numbers tied to a computer on the 

Internet or other TCP/IP network. This is considered a 

type of personal information. 



 

 

 

 Static IP Address  

Dynamic IP Address  

Internet Service Provider  



An IP address assigned to a particular device that 

does not change.  

A temporary IP address assigned when a device logs on 

to a network or Internet service provider which would 

be different at every unique connection.  

A company giving Internet access to homes and busi-

nesses via modem dial-up, DSL, broadband, or wireless 

connections.  



 

 

 

 ISO 27001  

ISO 27002  

Joint operations  



A code of practice and certification for creating an in-

formation security management system.  

A code of practice for information security including 

hundreds of potential controls and control mecha-

nisms, intending to be a guide for developing organiza-

tional security standards and effective security man-

Investigations and enforcement measures involving 

members or staff from the supervisory authorities of 

multiple member states. GDPR requires that superviso-

ry authorities work together when processing opera-

tions affect data subjects in more than one member 

state.  



 

 

 

 EU law enforcement  

agency  

Law Enforcement  

Directive  

Layered notice  



A body authorized by local, regional, or national govern-

ments to enforce the law. In Europe, public law enforce-

ment authorities have strict rules for criminal procedure 

which protect the fundamental human right to privacy.  

Also referred to as the Directive on the Protection of Natural Persons 

with Regard to the Processing of Personal Data by Competent Authorities 

for the Purposes of Law Enforcement, this EU law governs the handling of 

personal data by law enforcement authorities. It pertains to cross-border 

and national processing of data by member states' authorities for the 

purpose of law enforcement, like prevention, investigation, detection, 

and prosecution of criminal offences and threats to public security. It 

does not pertain to activities that are outside of the scope of EU law or 

taken by EU institutions, bodies, offices, and agencies.  

A privacy notice with sections of different lengths--a 

shorter version with key points and a longer, more de-

tailed version. 



 

 

 

 
Layered security policy  

Lead Supervisory  

Authority  

Legal basis for processing  



A layered approach with three levels of security policies: 

a high-level document including the policy statement; 

the controls to be followed to meet the policy state-

ments; and the operating procedures, about how the 

policy statements will be achieved in practice.  

The supervisory authority of the main or single estab-

lishment of the controller or processor will take this 

role for the cross-border processing of the controller or 

processor.  

GDPR requires that data controllers demonstrate con-

sent, necessity, contract requirement, legal obligation, 

protection of data subject, public interest, or legitimate 

interest of the controller. The controller then needs to 

identify this in the privacy notice and describe the le-

gitimate interests pursued when relying on that 

ground.  



 

 

 

 
Legitimate interests of 

controller  

Lindqvist Judgement  

Location data  



One of the six legal bases for processing personal data 

under GDPR, where the interests, fundamental rights 

and freedoms, and expectations of the data subject are 

taken into consideration.  

A case wherein the ECJ ruled that a woman who post-

ed information about fellow church volunteers on her 

website violated the Data Protection Directive. The rul-

ing said that the creation of a personal website did not 

exempt the woman from data protection rules.  

Data containing the geographical placement of a de-

vice, including data concerning the latitude, longitude, 

or altitude of the device, the direction of travel, or the 

time or location where the information was recorded.  



 

 

 

 
Location-Based Service  

Madrid resolution  

Main establishment  



Services that use location information to provide appli-

cations and services, including gaming, social network-

ing, and entertainment, usually needing geolocation to 

identify the real-world geographic location. 

A 2009 resolution created by the International Confer-

ence of Data Protection and Privacy Commissioners 

that proposes international standards for privacy pro-

tections regarding the processing of personal data 

through the principles of lawfulness and fairness, pur-

pose specification, proportionality, data quality, open-

ness, and accountability.  

The location of a controller's central administration in 

the EU or the establishment of the controller where 

decisions about processing are made. For the proces-

sor, this would be the location of its central administra-

tion in the EU or where processing activities take place. 

This determines the controller or processor's lead su-

pervisory authority.  



 

 

 

 
Material scope  

Max Schrems  

Member state  



The actions taken under a particular law or regulation. 

For GDPR, this would be the processing of personal data 

by automated means or to create a filing system; pro-

cessing done for personal, household, for law enforce-

ment purposes falls out of scope.  

Chairman and founder of noyb, this privacy profession-

al filed a complaint to the Irish Data Commissioner that 

Facebook Ireland illegally shared his personal data with 

the US government, in the aftermath of information 

exposed by Edward Snowden. This case resulted in the 

invalidation of the Safe Harbor data transfer agreement 

between the EU and US.  

A state that is part of the European Union.  



 

 

 

 
Members of the  

European Parliament  

Multi-factor  

authentication  

Mutual assistance  



These are elected by member state citizens, proportion-

ally by country size, every five years. They then elect the 

president of the EC. Their primary responsibilities are 

legislative development, budget development, and su-

pervisory oversight of the other institutions.  

The authentication process using multiple verification 

methods, like a password and code sent to a phone 

number, or log-in and biometric identifier. 

GDPR requires that supervisory authorities help each 

other perform tasks to ensure consistency in applica-

tion and enforcement.  



 

 

 

 
Necessity  

OECD Guidelines  

Omnibus laws  



Considering whether the amount of data to be collected 

is necessary concerning the purposes for which it is be-

ing processed.  

A universal set of internationally accepted privacy principles 

and guidance for countries developing regulations related to 

cross-border data flows and law-enforcement access to per-

sonal data. The principles are Collection Limitation, Data Quali-

ty, Purpose Specification, Use Limitation, Security Safeguards, 

Openness, Individual Participation, and Accountability. 

Laws covering a wide range of organizations or natural 

persons, not simply a specific market sector or popula-

tion. 



 

 

 

 One-stop shop  

Online behavioral  

advertising  

Onward transfer  



The GDPR consistency mechanism allowing one Data 

Protection Authority to be a business’s single point of 

contact for complaints or investigations, so that the busi-

ness doesn’t need to engage with DPAs from multiple 

member states.  

Websites or online advertising services that track and 

analyze search terms, demographics, online activity, 

offline activity, browser or user profiles, location data, 

or preferences, to offer advertising. 

Transferring personal data to a fourth party.  



 

 

 

 Openness  

Opt-in  

Opt-out  



The fair information practices principle of transparency 

around personal data use, developments, practices, and 

policies.  

One of two approaches to choice, where an individual 

makes an affirmative indication of agreement, like 

checking a box to allow the business to disclose the in-

formation to third parties. 

One of two approaches to choice, where the lack of ac-

tion on the part of the individual is taken as their impli-

cation of choice, so for example, their information will 

be shared with third parties if they don’t uncheck a 

box. 



 

 

 

 Organization for Economic  

Cooperation and Development  

Outsourcing  

Personal data  



An international organization that supports policies cre-

ated to boost employment, sustainable economic 

growth, and the standard of living. 

Contracting a third party to complete business process-

es, possibly including the processing of personal infor-

mation. 

What personal information is called in the EU, defined 

by GDPR as any information relating to an identified or 

identifiable natural person. 



 

 

 

 Policy framework  

Postal marketing  

Prior authorization  



A collection of the organization’s rules and procedures 

for implementing policies surrounding things like privacy 

and security. This would be a reference point for a regu-

lator or auditor trying to understand an organization’s 

position in a single policy area.  

Direct marketing sent to postal addresses, for which 

marketers need to identify a lawful basis for processing 

personal data if sending to addresses in the EEA.  

Under GDPR, a data controller needs to provide gen-

eral or specific approval before the processor can en-

gage another processor. With general approval, the 

controller must be provided the opportunity to object 

to new processor.  



 

 

 

 Privacy by Design  

Privacy notice  

Elements of a privacy notice  



Generally regarded as a synonym for Data Protection by 

Design, this is an approach where privacy is embedded 

into technology, systems, and practices from early de-

sign stage to include privacy requirements in the pro-

cessing of personal information. It ensures the existence 

of privacy from the outset.  

A statement provided to the data subject explaining 

how an organization collects, uses, stores, and disclos-

es personal information. 

This would explain who the organization is, what infor-

mation is collected, how the organization will use it, 

with whom the information will be shared, how the 

behavior of website users is monitored, and how data 

subjects may exercise their rights.  



 

 

 

 GDPR: privacy notice  

requirements  

Privacy policy  

Profiling  



A controller must provide a privacy notice before pro-

cessing which specifies the legal basis for the processing, 

the contact information for the organization's Data Pro-

tection Officer, and more. When relying on legitimate in-

terest for processing, the notice should include the le-

gitimate interests pursued.  

An internal statement that explains an organization or 

entity’s handling of personal information to the mem-

bers of the organization interacting with the personal 

information, informing them about the collection, use, 

retention, and destruction of the data and data subject 

rights. 

Any form of automated processing of personal data 

where personal data is used to predict personal as-

pects related to that person's work performance, 

health, behavior, or location.  



 

 

 

 Proportionality  

Pseudonymization  

Public interest  



A consideration about whether the amount of data to be 

collected is adequate and relevant for the purposes of 

processing.  

Processing personal data to make it impossible for it be 

attributed to a specific data subject without extra infor-

mation, as long as the extra information is stored sepa-

rately and subject to technical and organizational 

measures to make sure that the personal data is not 

connected to an identified person.  

One of the six legal bases for processing personal data 

per GDPR is processing that is necessary for a task to 

better the community.  



 

 

 

 Public records  

Purpose Limitation  

Record-keeping obligation 



Information that is collected and stored by a govern-

ment entity and accessible by the general public. GDPR 

allows member states to deny certain data subject 

rights, such as the right to erasure, for these in relation 

to public interest.  

The fair information practices principle stating that the 

purpose for collecting personal data should be made 

known by the time of data collection and the pro-

cessing should be related to or compatible with the es-

tablished purpose. If the purpose changes, it should be 

made known to the data subject.  

GDPR Article 30 circumstances leading to this require-

ment include organizations of 250 or more employees 

processing of personal data; and any processing of per-

sonal data that is likely to risk the rights and freedoms 

of data subjects, not occasional, or pertaining to spe-

cial categories of data or criminal offense. 



 

 

 

 Rectification 

Remedies, Liability, and 

Penalties 

Resilience  



An individual’s right to have the business or organization 

amend or correct their personal data if it is inaccurate. 

Found in chapter VII of the GDPR: the solutions accessi-

ble to data subjects and their right to reparation, the 

responsibility for damage induced by processing, and 

the penalties supervisory authorities may apply for in-

fringement. 

Being able to endure and restore activities after 

threats. GDPR requires controllers and processors to 

maintain this relative to processing systems and ser-

vices. 



 

 

 

 Retention 

Right not to be  

subject to fully  

automated decisions 

Right of access 



The part of the information life cycle that pertains to or-

ganizations keeping personal information only as long as 

required to fulfill the intended purpose. 

Data subjects are entitled to this right per Article 15 of 

the Data Protection Directive, where  automated pro-

cessing at no point leads to a human decision. 

The right of an individual to ask and obtain their per-

sonal data from a business or other organization. 



 

 

 

 Right to be forgotten 

Right to object 

Right to object to  

automated decision-making 



The data subject can ask that their personal data be de-

leted by the organization possessing or controlling that 

data. 

The data subject can refuse the processing of their per-

sonal data by an organization, and the organization 

must review and respond to this refusal. 

The processing of personal data in automatic decision-

making without human intervention which has legal 

effects on the data subject can only be authorized by 

law, contract, or with consent. 



 

 

 

 Right to restriction 

Sarbanes-Oxley Act 

Schrems I 



The data subject can confine or constrain an organiza-

tion from processing their personal data. 

The US law ensuring transparency from publicly held 

companies. As provided by the law, public companies 

must create a process so that the company can confi-

dentially receive and handle complaints about actual 

or potential fraud due to misuse of assets and fabrica-

tions in financial reporting from self-exclaimed “whistle

-blowers.” 

Schrems v Data Protection Commissioner challenging the Irish 

DPC’s refusal to investigate his complaint asking the DPC to 

suspend data transfers from Facebook Ireland to Facebook Inc. 

related to a concern for his personal data being accessed by 

U.S. intelligence authorities in violation of his EU data protec-

tion rights. The US-EU Safe Harbor Framework stood the legal 

basis for personal data transfers at the time. After being re-

ferred to the CJEU, the US-EU Safe Harbor was ruled invalid, 

which led to the creation of the EU-US. Privacy Shield.  



 

 

 

 Schrems II 

Sectorial laws 

Security safeguards 



The case of the Irish DPC v. Facebook & Schrems chal-

lenging the validity of using SCCs for transferring of per-

sonal data from the EU to the US, with the same reason-

ing used to challenge Safe Harbor in Schrems I. The EU 

Court of Justice invalidated the European Commission’s 

decision on Privacy Shield and created more require-

ments for companies using SCCs to transfer data outside 

the EU. 

As opposed to omnibus laws, these are laws concern-

ing a specific market sector or population, instead of a 

piece of the market or citizenry. 

The fair information practices principle stating 

that personal data should be protected using practical 

security safeguards against loss or unauthorized ac-

cess, destruction, use, alteration, or sharing of data. 



 

 

 

 The six major EU  

institutions 

Special categories  

of data 

Standardized icons 



These are the European Central Bank, the Court of Audi-

tors, the Court of Justice of the EU, the European Com-

mission, the European Parliament, and the European 

Council. 

GDPR Article 9 defines this as personal information re-

vealing things like racial origin, political opinions, reli-

gious beliefs, health, sexual preferences, or criminal 

convictions. This information should not be processed 

except in specific circumstances. 

GDPR allows these to be used to provide an easily visi-

ble, reasonable, and meaningful overview of the pro-

cessing of data subjects’ data. 



 

 

 

 Storage Limitation 

Supervisory Authority 

Territorial scope 



The principle that personal data should be kept in a form 

allowing the identification of data subjects for no longer 

than necessary for the purposes of processing, except 

those of public interest, scientific research, or statistics, 

and subject to reasonable technical and organizational 

measures. 

An EU member state-established independent public 

authority responsible for overseeing the application of 

GDPR. 

A law’s jurisdictional application. With GDPR, this 

would include organizations established in the EU and 

their third-party processors of personal data, along 

with any organization that offers services or monitors 

EU individuals. 



 

 

 

 Traffic data 

Transfer 

Transit 



Any data processed for communication on an Electronic 

Communications Network or for the related billing, in-

cluding information about the type, origin, destination, 

routing, format, time, protocol, or duration of a commu-

nication.  

Moving personal data from one organization to anoth-

er. 

Forwarding data packets from one server to another 

automatically. 



 

 

 

 Transparency 

Treaty of Lisbon 

Unambiguous consent 



Providing information about the data processing to the 

data subject in a short, readable, and easily accessible 

manner, using clear and plain language. 

Coming into effect in 2009, the purpose of this agree-

ment was to improve the core structures and efficiency 

of the EU by ensuring that all six institutions of the Eu-

ropean Union protect individuals when pro-

cessing personal data. It created a European Data Pro-

tection Supervisor to regulate the institutions of the 

EU’s compliance with data protection law. 

The data subject must provide this using actions that 

lead to an unmistakable conclusion that freely given, 

specific, and informed consent has been given. It is the 

consent standard for GDPR. 



 

 

 

 Universal Declaration of 

Human Rights 

Urgency procedure 

Vital interests 



Also known as the Human Rights Declaration, this proc-

lamation adopted by the UN in 1948 acknowledged the 

universal values and traditions of inherent dignity, free-

dom, justice, and peace in the territorial and the com-

munications privacy. 

GDPR allows supervisory authorities to skip the cooperation 

and consistency mechanism and adopt provisional measures in 

that country with necessity to protection individuals’ rights and 

freedoms. The SA needs to notify other regulators involved, 

the Commission, and the EDPB afterward. Applications may be 

made to the EDPB for an urgent decision if the SA thinks that 

final steps are required, and any regulator can do the same if in 

its view another regulator has not taken reasonable action in 

the procedure. 

Processing personal data in a way that is vital to an in-

dividual’s survival. This is one of the six legal bases for 

processing personal data under GDPR. It can only be 

used in rare emergency circumstances including law 

enforcement, health care, and humanitarian response. 



 

 

 

 Whistleblowing 

Works Councils 

PRIVACY REF 



Employees reporting wrongful workplace activity to 

managers or an outside agency. The organization pro-

vide privacy safeguards for the reporting employee. 

Bodies representing employees with specific rights un-

der local law related to the use of employee data by 

employers. They may have a role in deciding whether 

employees’ personal data can be processed from obli-

gations to protect employee rights including data pro-

tection and privacy rights.  

PRIVACYREF.COM 

888-470-1528 

INFO@PRIVACYREF.COM 


